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Abstract

The objecn:ves of this research was 1) to study security readiness
in ICT of public organizations. 2) to study risk impacts level and
likelihood in ICT. 3) to study relationship between risk impacts
level and likelihood in ICT. 4) to propose risk management
framework and to modify ICT security management framework in
public organizations based on 1SO 17799 / ISO 27001, ITIL and
COBIT, as well as OCTAVE to set evaluation risk. The researcher
study from 20 ministries. The research methodologies were both
qualitative and quantitative research. The qualitative is
_ represented by content analysis from documents, literature review
and interviews ClOs Also, the quantitative is represented by data
collected in analyzing from questionnaires.
] The research discovery that risk impacts level and
- likelihood in management of ICT is in the middle-level but the
potential impacts of less of all 4 categories, which are computer
network systems, database management, information project
systems, management and planning, are risk impacts in the high-
level. The research also discovery that the overall security
readiness of public organizations is risk likelihood in the middlie-
level which the cofactor like Human resources, equipments,
management, vision and environment that also have the effect to
the risk and security readiness in ICT.

. Index Terms— Risk Management, Security, ICT

. necessary to design the problem prevention as well as.find

1. Introduction

Currently, ICT becomes important for an organization in ma
aspects including management, information collection, an
operating evaluation especially for computer network systems
database system, information project systems and managing an
planning as well as information systems. The functions in
organization are more efficient and effective by implementit
ICT. However, there are some risks associated with the IC
management and security which lead ‘to the mistakes, slo
processes, information loss or leak out, undesirabl
consequences, failure, and the damage to the relevant sections
well. ) '

As mention earlier, I realize the significant of informati
technology management and the risk assessment particular
public organizations. The reasons behind that are because th
computer network, information database management, pr
system development, and also managing and planning in th
public organization need to be monitored and controlled.- 1
make sure that all information and assets are secure, i

solutions for both weaknesses and threats which can affect
ICT implementation in the public organization. He
Researcher would like to study the “Risk Assessment.”
controlling the risks resulted from ICT to be acceptable af
manageable. '



2. Research Objectives

1y To study the security readiness in information and
: communication technologies (ICT) of Thai public organizations

2) To Analysis the risk assessment for risk impacts level
and likelihood in information and communication technologies
dCT) of Thai public organizations.
3) To investigate the relation between risk impacts level
E - and likelihood in information and communication technologies
(ICT) of Thai public organizations.
4) To propose ICT risk management framework in Thai

public organizations.

3. Theories and Related Research
3.1 Risk Management

Risk can be defined as “the threat or likelihood that an action or
event, will adversely or beneficially affect an organization’s ability
to achieve its objectives”

3.1.1 Risk Analysis

ere are three main elements for risk analysis. The first one is
Risk Impact which is consideration about how the risks of
deficiency have impact on the organization. The second element is
Pfoblem. The risk of a pfoblem can be ranked from 0 to 1
pending on the likelihood of occurrences of the problem. The
t one is Risk Control, the capability to control the risk, such as
the protection from computer virus.

1.2 Risk Assessment

would like to apply the seven steps of OCTAVE methods of risk
sessment for this research including: 1) Preparation and planning
£2) Survey and identify significant things relating to the objective,
sion, status, or success of the organization 3) Identify all relevant
ds 4) Explore the weak points of the significant things 5)
ssess the risks from the identified hazards 6) Plan and execute the
propriate actions to handle the risks 7) Monitor and revise the
sk assessment processes regularly. R
isk assessment is a management procedu’re for determining
d analyzing risks related to the goal of organization which
erns about the likelihood of occurrences as well as severity
cting on the organization.

ecurity Readiness
ity Readiness is the readiness of service, operation and threat

Wdling based on the security standard for acknowledging the
ity condition of ICT.
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3.2.1 Security Standard

Computer security together with security management standard
is considered for developing the Information Security
Management (ISO27001), TIL, and COBIT to define the
information security framework with the acceptable level.

1.180 17799

ISO 17799 (BS7799) is an international information security
standard directly related to the information. The information
security, an important factor for the effective management in an
organization, is composed of the three parts which are
Confidentiality, Integrity, and Availability.

ISO 17799 in Thailand is different from the original one in
two terms. Firstly, there are some additional criteria suitable for
practice as well as the adaptation of technology appropriated
with the computer network users in Thailand. This issue can be
separated into 44 points which are added to the Thai version ISO
17799 from the 127 points of the original one. Secondly, the
standard is classified into 0-3 levels for applying in each
organization.

2. COBIT (Control Objective for Information and Related
Technology)

COBIT is an international information security standard
developed by ISACA and IT Governance Institute. COBIT is a
widespread framework especially for the financial and banking
businesses in terms of the effective internal control and best
practice; additionally, it can be modified in order to suit for-
every organization. The COBIT designing is based on the
business processes which can be categorized into four domains:
Planning and  Organization (PO), Acquisition and
Implementation (AlI), Delivery and Support (DS), and
Monitoring (M). COBIT contains the 34 High-level Control
Objectives, 318 Detailed . Control Objectives, and the verify
procedures as well. '

COBIT contains the 34 High-level Control Objectives, 318
Detailed Control Objectives, and the verify procedures as well.

_ 3. ITIL (IT Infrastructure Library)

ITIL is originally from England and developed by OGC (Office
of Government Commerce) and BST (British Standard
Institute). The purpose is to establish “Best Practice” for IT

and also Service Level Agreement (SLA).

At present, ICT is rapidly increasing. Due to the importance
of the standard of service quality management, an organization
needs to-specify the minimum standard of IT service for the
outsource company to make sure that the service is efficient and .
effective which will lead to the customers’ satisfaction as well as -
good image to the organization.
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3.3 Information and Commutation Technology (ICT)
3.3.1 The Meaning of ICcT

Information Technology is to bring all technologies together into
the storing procedures, processing, and IT media which include the
information transaction such as recording, collecting, processing,
retrieving, sending and receiving information, the equipments and
tools used in those transactions like a computer, and the
monitoring system e.g. computer operating system, communication
system.

3.3.2 The Elements of ICT

According to the functions of the Information Technology, 1CT
_ consists of the four elements- computer network systems, database
management, information project systems, and planning and
managing ICT which can be applied for risk management,
analyzing, and assessment based on the intemational standard
criteria.

The five major factors affecting ICT are 1) Man 2) Machine 3)
Management 4) Vision and Vision 5) Environment.

3.4 Relevant Researches

Ms. Suvaree Yaipuak [1] researched the topic “Information
Technology Security Assessment”. She was successful in the
security assessment system, computing the weak points. from risk
factors, determining threats, defining the standard procedures to
correct the weaknesses, and demonstrating the results by
comparing graphs.

Ms. Varaporn Arsalaprakit,[2] a researcher, studied for “Risk
Management of Information Technology consulting and
installing”. She found that risk factors must be ranked and
evaluated by the specialists, project managers, and operators of the
project. Then, she used the analytical techniques to generate a risk

control plan. Refer to her project, four risk control plans were

executed out of the total 14. Furthermore, the specialists were able
to reduce the severity of the external risk factors from level 3 to
become level 1. -

3.5 Research Conceptual Framework -

Conception of research can explain as follows be The Impacts
factors that exist in 5 factors such as Man, Machine, Management,
Vision, Environment. To effect risk and security in information
and communication technology for public Organizations. from that
time Risk Identification to Analysis and

assessment form collecting the data documents analyzed and
questionnaire bring risk analysis and assessment to use risk
-assessment based on OCTAVE in international standard of risk
assessment. result is risk assessment model in Figure 1
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Fig.1 : Research Conceptual Framework

3.6 Research Hypotheses

In this research, we try to test the main hypothesis that relates
study relationship between risk impacts level and likelihood
follow:

1. Risk likelihood in ICT of Thai public organizations i
the high-level.

2. Risk impacts in ICT of Thai public organizations.in
the high-level.

3. Risk likelihood correlate with risk impacts of
computer network in the high-level.

4. Risk likelihood correlate with risk impacts of
Database management in the high-level.

5. Risk likelihood correlate with risk impacts of
Information project system in the high-level.

6. Risk likelihood correlate with risk Tmpacts of
Management and Planning in the high-level.

4. Research Methodology

The research to study technical, principle, document and ris
management model in TCT of public Organizations. Th
research methodologies were both qualitativé and quantitati
research.

4.1 Population and Sampling Groups

The population are 20 ministries in Thailand. The samp)
group were divided into three groups as follows: 1) C
Information Officers (CIOs) 2) ICT Administrator in s
organizations. 3) ICT Users in state organizations.

As the mention, we use both qualitative and quantitativ
research. . . .

1. The qualitative is represented by content analysis fro
documents and interviews C1Os amount 20 persons. '

2. The quantitaﬁve is represented by data collected
analyzing questionnaires from ICT Administrator in §
organizations amount 60 persons and ICT - Users .in.
organizations amount 60 persons. - i



-

. 4.2 Research tool and Collecting Data

k- In this research, questionnaire was used as a tool for collecting the
data amount 120 questionnaires to respond 90 questionnaires. the
‘sampling group 2 and 3. To built up the questionnaire, quantitative
.1 data from documents were analyzed ‘and collecting the data structure
interviews group 1

4.3 Data Analysis

In this research based on qualitative and quantitative research, it
_can be divided into 2 steps and briefly explained as follow:

1. Based on qualitative research, collecting data the
-qualitative is represented by documentary analysis and content
-analysis were used for analyzed the document and literature
review. Interview CIOs.

2. Based on quantitative research, collecting data , the
quantitative is represented by data that collected in analyzing from
questionnaires By analyzing State value ass follow Mean,
Standard Deviation : S.D., Correlation Coefficient and t-test

5. Research Results

‘After 1 analyzed the three samples, Research Results findings as

follow.

:5.1 ICT Security Readiness in ICT of public organization

‘Refer to the interyiews from the 20 CIOs and document analyzing,
T realized the ICT Security Readiness of the public organization
below. . ‘

5.1.1 Computer Network System Readiness

1. Network infrastructure is not ready.

2. Network architecture does not get along with the
standards and is too various to manage.

3. Unskillful network maintainers require the outsource
company.

2 Database Management Readliness

1. Databases in the organization are numerous.
2. The users are incapable to use the“standard Information
Technology effectively.

-1.3 Information Project Development Readiness

1. Lack of qualified staffs to devélop the Information
Technology

. 2. Lack of Data Dictionary to reduce the information

redundancy
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5.1.4 Information Technology Management and Planning

Readiness

1. Unsystematic and uncertain direction management
2. Unclear operation plan '
3. Insufficient budget for executing the whole planned

project
5.2 Results Level of Risk Analysis and Risk likelihood

By analyzing all information, the next section is the result from
studying the Impacts and likelihood of risks affecting ICT

security in the public organization.

1) Level of Risk Impact and ICT Security Readiness are

shown in the tablel.

Table 1 : Show Level of Impacts of Risk

Risk Statistic Calculation

Impacts of Risk —
X S.D. Level

t t k
computer networ 34811 0.73431 High

systems

database management 3.4267 0.77249 High
information project 3.4133 | 0.78699 | - High
systems .

managing and planning 34100 | 0.68275 High

- Total 3.4328

0.67085 | . High

As you can see from th.e table 1, Risk Impacts has the significant

effect on the ICT security for the public organization. (¥ =

3.4328). After seeing the calculation results, I found that the
Bisk Impacts of each aspect is prétty high. That of computer
network systems is the high (;_ =3.4811). The next are
database man-agement is the high (; = 3.4267), information
project system is the high (; = 3.4133), and mapaging and .

planning is the high (X = 3.4100), respectively.

-

2) Likelihood of Risk Occurrence and ICT Security

Readiness are shown'in the table2.
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Table 2 : Show likelihood of Risk Taﬁle 4 : Show Testing hypothesis of Risk likelihood

Likelihood of Risk Risk Statistic Calculation ~ Test Value = 3.41 :
ikelihood of Ris —  Rick ikeli - - : -

Y S.D. Level Risk likelihood ' 9? /to CoTﬁden 4

. nterval of thi

computer network 32722 | 071616 | middle s I Difference: -
systems Sig. |Differel——— . -
database management 3.2822 0.70931 middle t |df|(2-tail)| nce &,ower D

- - - twork
information project 32889 071112 middle lcomputer networ.
systems [systems

database management |-1.729|89| .087 |-.1278| -.2747

-1.846/ 89 068 |-.1378| -.2861

managing and

3.2440 0.71802 middle

planning information project " 5
-1.634/ 89| .106 |-.1211 -.2684
Total 3.2669 0.65796 middle systems :
" managing and planning |-2.480(89 | 015 |-1856| -.3342

As you can see from the table2, Risk likelihood has the . Total 208689 040 |-1431| -2793

significant effect on the ICT security for the public organization.

— ) . As you can see from the table3, Results from this testing
(X =3.2669). After seeing the calculation results, I found that ) ) o

. : hypothesis of Risk likelihood discovery deny hypothesis. That
the Risk likelihood of each aspect is the middle-level. That of .
of computer network systems (Sig = 0.034). The next are

computer network_systems is the middle-level ( X =3.2722). The database management (Sig = 0.435), and managing and planning’

next are database management is the middle-level (X = 3.2822), (Sig = 0.0075), respectively. Risk likelihood has the deny.

; . . hypothesis. Informati ject syst ig = 0.0075
information project system is the middle-level. ( X = 3.2889), and . ypothesis. Information project systems (Sig = 0.0075) Acs:ep !
— hypothesis, Risk likelihood has the high. Significant of statistics

managing and planning is the middle-level (X = 13.2440),

effect on the confidence level 0.05

respectively. ) -
. ) 5.3 Show Correlation between Level of Risk likelihood and -
Table 3: Show Testing hypothesis of Risk Impacts s Risk Impacts.
Test Value = 3.41 , & and Analvging di _ )
Risk Impacts Level § 5% Confidence Form Study and Analyzing discovery, Conception of researc -
M Interval of the can explain as follows be The Impacts factors that exist in 5
ean . :
Sig. |Differe Difference - factors such as Man, Machine, Management, Vision;
t |df|(2-tail)] nce [Lower  |[Upper Environment. To effect risk and security in information and +%
contlputer network 929 89| 355 | 0711 | -0809 | 2232 communication technology for public Organizations. ‘
systems i3

database management 207 |89 .836 | .0167 | -.1433 1766

) _ 8 Table 5 : Show value Correlation risk management in ICT for
information project .
041 |89 | .968 | .0033 -.1596 1663

ke,

systems ’ : : : computer network_. 3

managing and planning | .000 | 89| 1.000 | .0000 | -1414 | .1414 Risk likelihood

326 89| 745 | 0228 | -1161 | .1617 | : T - i

Totol 5 Table Correlation Man . Machi | Mana M]SS Eovi 9

- ne gement won ron g

As you can see from the table3, Results from this testing ment:. ¢
hypothesis of Risk Impacts discovery. That of computer network Man 0.729 -+ - - -
systems (Sig = 0:1775). The next are database management (Sig = s O

ystems (Sig ) gement (Sig 5 | Machine i sl I R

0.418), information project systems (Sig = 0.484), and managing '§ : 0.567 o

. . . . 2 | M t - - ’ - -

and planning (Sig = 0.500), respectively. Risk Impacts has the E Andgemen :

. . . j =5 i - - - 0.604 4

high. Significant of statistics effect on the confidence level 0.05 £ | Vision

. Environment - = - - ”
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As you can see from the table5, Correlation risk management in
iCT, computer network systems between risk impact and risk
ikelihood By consider from 5 factofs for example

Man: Correlation value is the highest (Sig. = 0.729),

Machine: Correlation value is the high (Sig. = 0.604),
Management: Correlation value is the high (Sig. = 0.5.67)., Vision:
éorrelation value is the high (Sig. = 0.604) and Environment:
. Correlation value is the Low (Sig. = 0.076).

Table 6: Show value Correlation risk management in ICT for

database management.

As you can see from the table7, Correlation risk management
in ICT, information project management between risk impact
and risk likelihood By consider-from 5 factors for example
Management: Correlation value is the highest (Sig. = 0.726),
Machine: Correlation value is the high (Sig. = 0.607),

Vision: Correlation value is the high (Sig. = 0.549),
Environment: Correlation value is the middle (Sig. = 0.435) and

Man : Correlation value is the low (Sig. = 0.298)

Table 8: Show value Correlation risk management in ICT fof

managing and planning -

] Risk likelihood : Risk likelihood

. Table Correlation Mo | Machin T Mana Mis T Envicon Table Correlation [y Machin ManaT Miss Environ
- e gement  |ion ment e - | gement | ion ment _
Mon 053 _ B o B Man . 0.785 - - - -

7 Bk — + o

3- Machine - 0.609 - - - 2 Machine . 0.656 - - -

o . @ -

fg Management - - 0.623 - - § Management - - 0.842 - - -

g . . . 7 g

a2 Vision - - - 0.626 - 4 Vision - - - 0.811 -

& Environment - - - - 0.438 & Environment - - - - 0.277

As you can see from the table6, Correlation risk management in
CT, database management between risk impact and risk likelihood
By consider from $ factors for example .
Man: Correlation value is the high (Sig, =0.53),

.;Mac'hine: Correlation value is the high (Sig. = 0.6), Man.agement:

orrelation value is the high (Sig. = 0.623), Vision: Correlation
value is the high (Sig. = 0.626) and Environment: Correlation
value is the middle (Sig. = 0.438).

ble 7: Shéw value Correlation risk management in ICT for

‘mformation project management.

- Risk likelihood
. Man Machi Mana Miss | Envi
able Correlation ;
ne . .gement | 1on ron
’ ment
Man ) 0.298 - - - -
% | Machine ; 0607 | - - -
2. -
18 -
& | Management- - - 0.726 - -
- | Vision - - 0.549 |- -
- | Environment - - - - | 0453

As you can see from the table8, Correlation risk manégement

in ICT, managing and planning between risk impact and risk
likelihood By consider from 5 factors for exémple
Man: Correlation value is the highest (Sig. = 0.785),
Machine: Correlation value is the high (Sig. = 0.656),
Management: Correlation value is the high (Sig. = 0.842),
Vision; Correlation value is the high - (Sig. - 0.811) and
Environment: Correlation value is the low (Sig. = 0277).

Form table 5 to table 8 Accept hypofhesis discovery, Risk
likelihood in ICT and Risk Impacts has ‘Correlation is the high

And Has Correlation go to in same direction. _

6. Conclusion

To emphasize the research findings, ICT has high risk impacts
and moderate likelihood of risk occurrence. which are directly’
inter-relation. As ICT is comprised of four elements- computer
network systems, database management, information project
systems, and planning and managing of which concern about
Man, Machine, Management, Vision, and Eavironment, it brings
about the improvement of Risk Management Framework and

Security Readiness in ICT of public organizations.
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7. Discussion and Suggéstion :

This research is not only provide the Risk Management -

Framework and Security Readiness in ICT for public organizations
in Thailand, but also can be utilized for the subsequent resear.ch
related to Risk Assessment and ICT Security Architecture Design
which can be applied by using Delphi. Technique to the public

organization implementing ICT.
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